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PATENT 
DocketNo.BRDC:038 

WIRELESS COMMUNICATIONS PROTOCOLS AND ARCHITECTURES 

SYSTEMS AND METHODS 

Cross-Reference to Related Applications 

The present application is related to U.S. Patent Application (CPA) No. 
08/852,557, entitled "Remote Digital Image Viewing System and Method", filed May 7, 
1997 (CPA filed October 26, 1999); U. S. Provisional Patent Application No. 60/177,329, 
entitled "Wireless Network System and Method", filed January 21, 2000; U.S. 
5 Provisional Patent Application No. 60/180,649, entitled "Digital Image Transfer System 
and Method", filed February 7, 2000; and U.S. Provisional Patent Application No. 
Q 60/220,730, entitled "Wireless Network System and Method", filed July 26, 2000, each of 

5 the same inventor hereof, and those respective applications are incorporated herein. The 

W present application is also related to U. S . Provisional Patent Application No. 60/241 ,096, 

y i 

ji 1 0 entitled "Wireless ASP Systems and Methods," filed October 1 6, 2000, U. S. Provisional 

M 

L Patent Application No. 60/241,095, entitled "E-Mail and Messaging Systems and 

P Methods," filed October 16, 2000, U. S. Provisional Patent Application No. 60/541,086, 

O entitled "Wireless Communications Invisible Proxy and Hooking Systems and Methods," 

filed October 16, 2000, and U.S. Provisional Patent No. 60/240,985, entitled "Browser 
1 5 and Network Optimization Systems and Methods," filed October 1 6, 2000. 

Background of the Invention 
The present invention generally relates to wireless communications systems and 
methods and, more particularly, relates to network protocols and architectures for 
20 wireless application service provider (ASP) systems and methods. 

Wireless data communications present different and additional problems than 
those experienced in wired data communications. These problems of wireless data 



communications include the dynamic conditions of wireless channels, such as noise and 
distortion, air packet loss, channel speeds and efficiencies, and reliability. Optimum and 
effective wireless ASP systems and methods employing conventional networks and 
communications protocols, such as, for example, the Internet and Transport Control 
Protocol/Internet Protocol (TCP/IP), have limitations and restraints in wireless 
environments. 

Efforts have typically been directed primarily at improving speeds of wireless 
transmissions, for example, in packetized data networks with CDPD wireless capabilities. 
These efforts have involved focus on choices of channels, modem transmission speed 
capabilities, and bandwidth availabilities and usage. The conventional protocols and 
architectures of communications networks, for example, the Internet and its predominant 
TCP/IP protocols, have not altered or changed from standards, in order to improve such 
communications. The prevailing views have apparently been to work within the adopted 
standards, not to exploit proprietary possibilities. 

Conventional packetized data communications protocols and network 
architectures, however, were developed primarily for use in wired networks and 
conditions. The protocols and networks, therefore, tend to fail to account and adjust for 
the different and additional problems presented for communications in wireless 
environments, particularly those previously mentioned. The various aspects of 
standardized protocols and networks can be counterproductive, or deleterious even, 
because of characteristics and problems of wireless communications. Wireless ASP 
systems and methods that utilize only standardized protocols and networks are hampered 
in optimization and effectiveness for these reasons. 



It would be a significant improvement in the art and technology to provide 
improved protocols and networks for packetized data communications, such as over the 
Internet and other networks, and to provide wireless ASP services through systems and 
methods using those improved protocols and networks. 

Summary of the Invention 
An embodiment of the invention is a wireless communications network for 
communicating at least one data payload. The network includes a wired network, a 
wireless channel, a wireless application service provider server computer connected to the 
wired network, a wireless packetized data communications provider equipment connected 
to the wired network, and a client device communicatively connected via the wireless 
channel to the wireless packetized data communications provider. The server computer 
assigns a global sequence number to each payload. The global sequence number allows 
determinations such as whether any payload has not been received by the client device 
because of the sequence any missing number of the sequence. 

Another embodiment of the invention is a wireless communications network 
including a compressor for compressing together headers of each payload. The 
compressed together headers are transmitted together in communications. 

Yet another embodiment of the invention is a wireless communications network 
including a comparator. The comparator determines whether a time differential between 
receipts by a client device of every other sequential payload exceeds a time constant 
indicative of an effective data receipt rate of the client device. 

Another embodiment of the invention is a wireless communications network 
including a bundling rate determiner at a client device. An outstanding number of bytes 



not yet received by the client device is divided by an effective data receipt rate of the 
client device. A server computer adjusts a send rate of the server computer based on a 
multiple of the result of the division. 

Yet another embodiment of the invention is a method of wireless 
communications. The method includes assigning each data payload a global sequence 
number. 

Another embodiment of the invention is a method of wireless communications. 
The method includes receiving each of next successive payloads, determining a time 
differential between receipts of the next successive payloads, and comparing the time 
differential to a multiple of a server transmit rate. If the time differential exceeds the 
multiple then payload loss is assumed occurring on a* wireless portion of a network, and 
otherwise on a wired portion of the network. 

A further embodiment of the invention is a method of wireless communications in 
which all headers of data payloads are compressed and transmitted together. 

Another embodiment of the invention is a method of wireless communications. 
The method includes determining at a client device the number of bytes outstanding not 
yet received, dividing the number of bytes by an effective receipt data rate of the client 
device, and varying a send rate of a server computer according to a multiple of the result 
of the step of dividing. 

Brief Description of the Drawines 

The present invention is illustrated by way of example and not limitation in the 
accompanying figures, in which like references indicate similar elements, and in which: 
FIG. 1 illustrates a wireless application service provider (ASP) system; and 



FIG. 2 illustrates a client-server network wherein data payloads sent are each 
identified by a unique Global Sequence Number according to embodiments of the present 
invention; 

FIG. 3 illustrates a method of determining whether any payload loss in 
transmission results from wired or wireless portions of a network, for example, the 
wireless ASP system of FIG, 1, according to embodiments of the present invention; 

FIG. 4 illustrates a client-server network wherein headers of data payloads are 
compressed together and transmitted by the server to the client in such manner, according 
to embodiments of the present invention; 

FIG. 5 illustrates a method for compressing and transmitting headers of data 
payloads, together, according to embodiments of the present invention; and 

FIG. 6 illustrates a method of setting a server send rate based on operations at the 
client, according to embodiments of the present invention. 

Detailed Description of Preferred Embodiments 

Wireless ASP 

Referring to FIG. 1, a system 10 serves as a wireless application service provider 
(ASP). The system 10 includes a network, such as the Internet 12. The network is 
operable according to a packetized data protocol, such as transport control 
protocol/Internet protocol (TCP/IP) or some other network protocol. The network, such 
as the Internet 12, interconnects various computing and communications devices, for 
example, among other devices, a server computer 14 and a wireless ASP server computer 
16. The server computer 14 and the wireless ASP server computer 16 are each one or 
more server computers including a microprocessor, memory storage, and communications 



capabilities via wire or wireless connection with the Internet 12. The server computer 14 
and the wireless ASP server computer 16 communicate over the Internet 12 or other 
network via the protocol of the network. 

The network, such as the Internet 12, is also connected with a wireless 
communications service provider 18. The wireless communications service provider 18 
is, for example, a cellular or other packetized data wireless communications network. 
The wireless service provider 18 connects by wire connection with the network, such as 
the Internet 12. Alternatively, the wireless communications service provider 18 could 
connect with the network 12 by other communications connection, such as fiber optic, 
coax cable, wireless channel, or other communications connection. Furthermore, 
although the wireless communications service provider 18 is illustrated as a single 
particular communications channel, multiple links and multiple channels of those links, 
for example, communications links of wired and wireless channels, can alternatively 
provide the same functions and are included for purposes of the description. 

The wireless service provider 18 is capable of communicating through wireless 
channels with various devices, such as a wireless device 20. The wireless device 20 is a 
processing device, such as a data-enabled cellular telephone, a personal digital assistant, a 
laptop computer, or any of a wide variety of other processing devices that can wirelessly 
communicate with the wireless service provider 18. Of course, the wireless device 20 
includes communications equipment for accomplishing the wireless communication with 
the wireless service provider 18, such as wireless modem. 

The wireless device 20 communicates through the wireless service provider 18 
and over the network, such as the Internet 12, with the wireless ASP server computer 16. 



The wireless ASP server computer 16 serves as a dedicated server for the wireless device 
20 in its communications. The wireless ASP server computer 16 sends and receives 
communications to and from the wireless device 20 over the network, such as the Internet 
12, and on through the wireless service provider 18. The wireless ASP server computer 
5 16 also communicates over the network, such as the Internet 12, with other network 
connected devices, such as the server computer 14, via protocols in communications 
channels enabled for such communications on the network. In certain embodiments, for 
example, the wireless ASP server computer 16 and the wireless device 20 communicate 
with specialized protocols, such as optimized packetized data protocols, for example, 
NS? 10 optimized TCP/IP protocols or other protocols such as described in the related patent 
applications. 

I: M 

Global Sequence Numbers 

Referring to FIG. 2, a client-server system 200, such as the wireless ASP system 
10 of FIG. 1, includes server 202, a client 204 and a network 206 connecting the server 
15 202 and the client 204. The server 202 and the client 204 are any communications 
devices capable of communicating packetized data over the network 206, according to the 
protocols of the network 206. The network 206 is any communications channels or 
connections which enable communications between the client 204 and the server 206, 
such as, for example, the Internet, and can be wired, wireless or other. 
20 The server 202 has or obtains information for communication to the client 204, 

which information is organized in payloads 21 1, 222, 233 - e.g., Payloadl, Payload2, and 
Payload3. The payloads 211, 222, 233 can correspond to different elements or data types 
of a web page, or other information that is separately arranged in files or payloads for 
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delivery over the network 206 according to the protocols, standard or proprietary, of the 
network 206. At the server 202, each payload 21 1, 222, 233 is assigned a corresponding 
Global Sequence Number (GSN) 211a, 222a, 233a. Each GSN 211a, 222a, 233a is 
included with the respective payload 211, 222, 233 by the server 202. 
5 As is conventional, each payload 211, 222, 233 is formatted in respective data 

packets, each having control and header information, and the data packets are 
communicated in bursts over the network 206. The GSN 211a, 222a, 233a of each 
payload 211, 222, 233 is included with the payload data and is, thus, formatted together 
with the payload data and transmitted by the server 202 over the network 206 to the client 
h|3 10 204. Although only the three payloads 211, 222, 233 are illustrated in FIG. 2, the actual 
;J: number of payloads will depend on the particular information being communicated 

between the client 204 and the server 202 and the particular illustration here is for 
s example purposes only. In any event, each payload is assigned a Global Sequence 

CI Number by the server 202 and transmitted together with the corresponding GSN to the 

Mr. 

2 15 client 204 over the network 206. 

In FIG. 2, the transmissions by the server 202 to the client 204 are illustrated by 
arrows passing through the network 206. It is notable that the arrow corresponding to 
Payload2 is terminated prior to reaching the client 204. This indicates that, although 
Payload 1 and Payload 3 reach the client 204 upon transmission by the server 202, 
20 Payload 2 is lost. Payloads can be lost at any point in he system 200, for example, 
payloads can be lost on the network 206. Payloads could also be lost because of actions 
or inactions of the server 202 or the client 204, however, the present description is 
primarily focused on payloads lost in transmit from the server 202 to the client 204. 

8 



If the network 206 is comprised of multiple types of physical connectors, for 
example, both wired and wireless segments, as in the case of the wireless ASP system 10 
of FIG. 1, it can be beneficial to learn in which of the various physical connectors any 
data loss occurs, for example, whether the loss occurs in the wired or wireless portions. 
5 As hereinafter described, the GSN allows the client 204 and the server 202 to make such 
determination and to compensate for and alleviate such losses by dynamically changing 
conditions, using alternative channels, or other possibilities. 
Source of Loss Determinations 

Referring to FIG. 3, a method 300, performable by communications systems such 

q 

tfj 10 as the wireless ASP system 10 of FIG. 1, allows the client 202 and the server 204 to make 
m real time, on the fly, adjustments to avoid or correct payload communication loss. 

?? Initially, the GSN of each payload provides the client 204 with sequencing information 

s for the respective payloads. If the client 204 receives Payload 1 and Payload 3 (shown in 

P FIG. 2), but does not receive Payload 2 (shown in FIG. 2), then the system 200 

j 15 determines, that a payload was lost because the GSN's are not in sequence. The 
determination of which, if any, payloads are lost (i.e., by virtue of out of sequence GSNs) 
can be made at times appropriate in view of the effective data rates for the client 204 
receipts and the server 202 transmits, as hereafter further detailed. 

In a step 302, the client 204 receives Payloadl. Thereafter, in a step 304, the 
20 client receives Payload3. In a next step 306 occurring at a time differential of At between 
the respective receipts of the Payloadl and the Payload3 by the client 204, if the client 
204 has not yet received the Payload2, then the Payload2 is assumed as lost by the client 
204. The client 204 then makes an assessment whether the Payload2 was lost on the 
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wired portions of the network 206 or the wireless portions of the network 206. If the 
differential of At exceeds a time T of some multiple of the effective data transmit rate of 
the server 202, then the client 204 assumes that Payload2 was lost on the wire side. If, on 
the other hand, the differential of At is less than or equal to time T, then the client 204 
5 assumes that the Payload2 was lost on the wireless side. In either event, the client 204 
responds to the server 206 with a request to re-send only those payloads which have not 
been received by the client 204. The GSN sequence indicates to the client 204 which 
payloads have not been received, and the client 204 notifies the server 202 accordingly. 

By assessing in such manner that any loss is due to a particular physical portion of 
f 4f 10 the network 206, communications regarding the particular portion can be made between 
JfJ the client 204 and the server 202. The client 204 and the server 202 can each make 

m 

y t appropriate changes to operations in order to account for and remedy the loss. Although a 

K wide variety of changes to operations and other control mechanisms are possible by use 

p of the foregoing method 300 to assess data loss, certain possibilities are later described 

; J 15 herein. 

Header Bundling 

Referring to FIG. 4, a system 400 illustrates speeding of communications over a 
communications network, such as that of the wireless ASP system of FIG. 1, by bundling 
data headers, hi the system 400, a server 402 communicates with a client 404 over a 
20 network 406. As with the systems previously mentioned, the server 402 and the client 
404 are communications devices capable of communicating packetized data using 
protocols, either standard or proprietary, of the network 406. The network 406 is any 
communications network, such as, for example, the Internet, and can include any of a 
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variety of physical communications channels, including wired channels and wireless 
channels. 

At the server 402, information 408 that is comprised of several payloads, such as a 
web page including several files, data types, and the like, are communicated by the server 
402 over the network 406 to the client 404. Various compression of the information 408 
can occur at the server 402 (or elsewhere) prior to the server 402 sending the information 
408 to the client 404. The information 408 can pass over the network 406 in compressed 
form, and the client 404 decompresses the information 408 once received by it. 

In the system 400, headers 411a, 422a, 433a of each payload 411, 422, 433 of the 
information 408 are compressed together as a single payload, separate from the 
corresponding payloads 411, 422, 433. The payload 440 of compressed headers is 
transmitted by the server 402 to the client 404 over the network 406. The separate 
payloads 441, 442, 443 of the compressed payloads 41 1, 422, 433 are also transmitted by 
the server 402 to the client 404. The payload 440 of the compressed headers saves 
bandwidth in transmission because the amount of data of the payload 440 is reduced 
through the compression, in relation to the amount of data if the headers are each 
separately compressed and transmitted. 

Referring to FIG. 5, a method 500 bundles headers of payloads and payloads 
themselves, and compresses and transmits the payloads. La the method 500, the 
information 408, for example, a web page, includes various data types and files. Each 
type or file is a payload to the server 402. In a step 502, the server 402 gets the payloads 
by a "Get" command requesting the particular data type or file. In a next step 504, a 
determination is made whether all payloads have then been obtained by the server 402. If 
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all payloads have not then been obtained, the method 500 returns to the step 502. 

If all payloads have then been obtained by the server 402, the headers of all the 
payloads are together compressed in a step 506. The compressed headers are transmitted 
to the client 406. 

In a step 508, the payloads previously received by the server 402 are each 
separately compressed without the headers. After compressed, each payload is 
transmitted by the server 402 to the client 406. A next step 510 checks to determine 
whether or not all payloads have been compressed and transmitted. If not, the method 
500 returns to the step 508. Otherwise, the method ends. 
Bundling Rate 

Referring to FIG. 6, a method 600 determines a server send rate to better assure 
that all communicated information 408 is received by the client 404 from the server 402. 
In the method 600, a step 602 determines the number of bytes outstanding to be received 
by the client 404. The step 602 can be performed by the client 404, the server 402, or 
otherwise, by communications therebetween indicating the receipts by the client 404. In a 
next step 604, an effective data rate of receipt of data by the client 404 is determined and 
the number of outstanding bytes is divided by the data rate. This operation is performable 
at the client 404, the server 402, or otherwise, by communications therebetween. 

The division operation in the step 604 gives the client receive rate, i.e., time to 
wait "T". The time to wait T is the amount of time which the server 402 should wait 
before sending the next successive payload to the client 404. The time to wait T is 
communicated to the server 402 by the client 404 in a step 606. Based on the time to wait 
T, the server 402 then sets its send rate in step 608. The server 402 send rate is set to a 
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multiple of the time to wait T, such as, for example, the server 402 send rate is set to 
about 1 10% of the time to wait T. 

The method 600 better assures that the server 402 send rate comports with the 
client 404 receive rate and that all data will be appropriately received by the client 404. It 
5 is understandable that the method 600 in conjunction with the GSNs of payloads and the 
methods 300, 500 provides dynamic, real time adjustments and changes to networks and 
elements, in order to better assure effective data communications between client and 
server. Furthermore, the systems and methods, implemented in conjunction with the 
protocols of the related patent applications, provide checks and constraints for operations 
10 of the protocols. 

In operation of the systems 10, 200, 400 and the methods 300, 500, 600, 

•1 ?■% 

T2 numerous alternative business and technical arrangements are possible. In certain 

ia embodiments of a wireless ASP system 10, an administrator of the wireless ASP server 

Cl computer 16 can provide select interfaces and content to the wireless device 20 or other 

15 client device of the network. For example, the wireless device 20 can be equipped with a 
form of World Wide Web (WWW) browser that performs according to the specialized 
protocols for the communications between the wireless device 20 and the wireless ASP 
server computer 16. In such instance, the wireless ASP server computer 16 can provide 
to the wireless device 20 according to those same specialized protocols various data and 
20 information, including such things as graphics, images, voice, text, and other digitally 
represented information and matters. 

The wireless ASP server computer 16 must also, however, be capable of 
communicating via typical network protocols with other network connected devices in 
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order to receive and deliver messages from and to those network connected devices, and 
then transfer those messages on or receive those messages from the wireless device 20, as 
appropriate. 

Although only particular devices of a communications network and its nodes are 
herein described and discussed, particularly, wireless device 20, the wireless ASP server 
computer 16, the wireless service provider 18, the server computer 14, and the network, 
such as the Internet 12, have been described with regard to the embodiments, it is to be 
expressly understood that combinations of those elements, such as a plurality of any, 
certain ones, all of those elements, and even additional or alternative elements, is possible 
m keeping with the scope of the embodiments herein. The network could be an intranet, 
or even an intranet combination or intranet-extranet combination. Numerous banks of the 
wireless ASP server computer 16 can be possible for receiving communications from 
pluralities of wireless devices, and the wireless ASP server computers can be centrally 
located or distributed through a wide geographic area. In the case of a global network 
such as the Internet, the network is capable of communicating by its protocols, which may 
include other specialized protocols for specific situations. The wireless ASP server 
computer in such instance can communicate with various devices on the network 
according to those other specialized protocols, if properly equipped as would be known to 
those skilled in the art. In general, the communications between the wireless device or 
devices and the wireless ASP server computer or computers occurs according to 
optimized protocols for wireless communications. These optimized protocols can be 
implemented entirely in software or alternatively can be hardware, combinations of 
hardware and software, or other mechanisms. The protocols of the hardware or software, 
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as the case may be, for the wireless communications will, in any event, provide increased 
communications efficiency, speed, and adaptation for the wireless environment 

In the foregoing specification, the invention has been described with reference to 
specific embodiments. However, one of ordinary skill in the art appreciates that various 
modifications and changes can be made without departing from the scope of the present 
invention as set forth in the claims below. Accordingly, the specification and figures are 
to be regarded in an illustrative rather than a restrictive sense, and all such modifications 
are intended to be included within the scope of the present invention. 

Benefits, other advantages, and solutions to problems have been described above 
with regard to specific embodiments. However, the benefits, advantages, solutions to 
problems and any element(s) that may cause any benefit, advantage, or solution to occur 
or become more pronounced are not to be construed as a critical, required, or essential 
feature or element of any or all the claims. As used herein, the terms "comprises, 
"comprising," or any other variation thereof, are intended to cover a non-exclusive 
inclusion, such that a process, method, article, or apparatus that comprises a list of 
elements does not include only those elements but may include other elements not 
expressly listed or inherent to such process, method, article, or apparatus. 
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